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Answer all the questions. 

Section A 

This section relates to the case study on OCR Phones.

An employee at OCR Phones has put a paper-based list of customer details in the waste paper 
bin. The list was handed to a journalist who reported the incident in a newspaper.

1 	 Identify two impacts to OCR Phones of accidentally disclosing personal information of its 
customers.

1....................................................................................................................................................

......................................................................................................................................................

2....................................................................................................................................................

......................................................................................................................................................
[2]

Following the disclosure, OCR Phones conducted a review of its procedures. The review identified 
several areas where its network is vulnerable to being hacked.

2    (a)	 One area of concern that was uncovered by the review is that the servers are running 
software that is over eight years old and no patches or updates have been applied.

Explain three implications to OCR Phones of running software that has not been 
updated.

1.............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

2.............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

3.............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................
 [6]
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(b)	 The review also highlighted that the security of the OCR Phones network had minimal 
physical or hardware controls.

Identify two physical and two hardware controls that OCR Phones could use to improve 
the security of the network.

Physical Control Hardware Control

[4]

(c)	 The review identified a lack of operational security at OCR Phones.

Using examples, describe two operational security measures that OCR Phones could 
apply to improve the security of the network.

1.............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

2.............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................
[4]
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(d)*	Following the review, OCR Phones has decided to implement monitoring of its 
employees.

Discuss the use of monitoring by OCR Phones as a method of reducing the likelihood of 
being hacked. 

[10]

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

www.xtrapapers.com



© OCR 2018	 Turn over

5

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

Three months after the review was conducted and its recommendations implemented, OCR 
Phones website was hacked and made unavailable.

3    (a)	 Describe two different hacks that could have been used to take the website offline.

1.............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

2.............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................
 [4]

(b)	 An investigation into the hack was conducted and a cyber security incident report created. 
The hack was given an incident category of significant.

What is meant by an incident category of significant?

...............................................................................................................................................

...........................................................................................................................................[1]
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(c)	 Evaluate the importance of the cyber security incident report in preventing future cyber 
security incidents. 

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...........................................................................................................................................[7]
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Section B

You do not need the case study to answer these questions.

4    (a)	 Explain two reasons why cyber security is important for individuals.

1.............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

2.............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................
[4]

(b)	 A system attack is one type of vulnerability that can be exploited by hackers.

Identify one other type of vulnerability that can be exploited by hackers attacking 
individuals.

...........................................................................................................................................[1]
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(c)	 One type of hacker is known as a script kiddie.

(i)	 What is meant by a script kiddie?

.......................................................................................................................................

...................................................................................................................................[1]

(ii)	 Describe two characteristics of a script kiddie.

1.....................................................................................................................................

.......................................................................................................................................

.......................................................................................................................................

.......................................................................................................................................

2.....................................................................................................................................

.......................................................................................................................................

.......................................................................................................................................

.......................................................................................................................................
[4]

5 	 Mrs Davies receives many emails during the week. Some of these are phishing emails.

(a)	 Describe two motivations of a cyber-criminal who sends phishing emails.

1.............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

2.............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................
[4]
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(b)	 Identify two measures that could be taken to minimise the risk of being hacked when 
choosing a password for an online account.  For each measure given, identify how it 
reduces the risk.

1.............................................................................................................................................

...............................................................................................................................................

How reduces risk...................................................................................................................

...............................................................................................................................................

2.............................................................................................................................................

...............................................................................................................................................

How reduces risk...................................................................................................................

...............................................................................................................................................
[4]

6 	 There are a wide range of threats to cyber security including those threats which are 
accidental or intentional.

Using examples, describe the difference between an accidental and an intentional cyber 
security threat.

......................................................................................................................................................

......................................................................................................................................................

......................................................................................................................................................

......................................................................................................................................................

......................................................................................................................................................

......................................................................................................................................................

......................................................................................................................................................

..................................................................................................................................................[4]

END OF QUESTION PAPER
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ADDITIONAL ANSWER SPACE

If additional answer space is required, you should use the following lined page(s). The question 
number(s) must be clearly shown in the margin(s) – for example 2(d) or 3(c).
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