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Answer all the questions.
Section A

This section relates to the case study on Digital Personal Assistant.

1 The digital personal assistant has access to a large amount of personal information about
Mr. Daka.

(a) Explain two reasons why it is important for Mr. Daka to protect his personal information.

Mr. Daka is concerned about how secure the digital personal assistant is from attackers.

(b) Identify two pieces of information that could be obtained from attacking Mr. Daka’s digital
personal assistant.

(c) Identify two pieces of information that would be needed to launch a system attack on
Mr. Daka’s digital personal assistant.
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(d) Describe two different methods an attacker could use to get personal information directly
from Mr. Daka.

Mr. Daka is concerned that an attacker accessing the digital personal assistant could do more
than just find information.

(e) Explain two ways that a cyber attack on the digital personal assistant could result in a
physical vulnerability to his property.
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2 There are many different types of attackers who could gain access to the digital personal
assistant. One type is a vulnerability broker.

(@) Describe what is meant by a vulnerability broker.

.......................................................................................................................................... [2]
(b) Describe two reasons why Mr. Daka should be concerned by a vulnerability broker
having information about the digital personal assistant.
L PSRRI
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[4]
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One motivation for attackers is income generation.

(c) Identify and describe two other motivations an attacker might have for attacking
Mr. Daka’s digital personal assistant.

The brand of digital personal assistant used by Mr. Daka has recently been targeted by
organised crime.

(d) Explain why individuals involved in organised crime would want to target digital personal
assistants.
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3 The developer of the digital personal assistant can only protect the device from security

vulnerabilities. The network also needs to be secured. Password strength of the router is one
area that is dependent on the network and not the digital personal assistant.

(a) Describe two other areas that should be examined for security vulnerabilities that are
dependent on Mr. Daka’s network and not the digital personal assistant.

Fuzzing is one method that could be used to test new systems for security vulnerabilities.

(b) Describe how fuzzing could be used to test Mr. Daka’s digital personal assistant.
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Section B

You do not need the case study to answer these questions.

4 Two methods of security management for computers and networks are network intrusion
detection systems (NIDS) and host intrusion detection systems (HIDS).

(a) Describe the difference between NIDS and HIDS.

(b)* Evaluate the use of intrusion detection systems (IDS) as a method for protecting a
network.
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5 Atravel agency has had its network attacked and information on its customers has been
accessed. A private security firm, SafeWithUs has been hired to investigate the attack.
SafeWithUs has completed a cyber security incident report as part of the investigation.

One of the sections completed in the cyber security incident report is the capability of the
attackers. One way the capability of the attacker could be determined is by the techniques
that they used.

(@) Describe two other ways SafeWithUs could determine the capability of the attackers.

(4]
Another section of the cyber security incident report deals with the techniques used by the
attackers.
(b) Discuss why SafeWithUs needs to understand the techniques used by the attackers.

[7]
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ADDITIONAL ANSWER SPACE

If additional answer space is required, you should use the following lined page(s). The question
number(s) must be clearly shown in the margin(s) — for example 4(b) or 5(b).
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